REDACTED

AFFIDAVIT IN SUPPORT OF SEARCH WARRANTS
I, James Blitzer, being duly sworn, hereby depose and state as follows:

i [ am a Special Agent with the Federal Bureau of Investigation (FBI). [ have been employed
by the FBI since 2014. Prior to joining the FBI I served as a Special Agent with the Naval Criminal
Investigative Service (NCIS) for over 12 years where I conducted numerous domestic and
international counterintelligence and counterterrorism investigations. | have received specialized
training in counterintelligence and national security matters from the FBI and NCIS. My present
assignment with the FBI involves conducting counterintelligence and counterespionage
investigations and to investigate national security matters. Based on my experience and training, |
am familiar with efforts used by foreign governments and intelligence services to colleet classitied
U.S. Government information from their recruited agents. I am also familiar with the classification
system used to protect U.S. national defense information and the rules that govern the
identification, protection, transportation, storage, and use of such information. As a federal agent, |
am authorized to investigate violations of laws of the United States and to exccute warrants issued
under the authority of the United States.

2. The information in this affidavit is based on my personal knowledge and on information
provided 10 me by other law enforcement and counterintelligence investigators during the course
of this investigation. Unless otherwise noted, information provided to me by other law
enforcement personnel does not necessarily reflect my personal observations or investigation but
rather has been passed to me by individuals with first-hand knowledge. Since this affidavit is being
submitted for the limited purpose of establishing probable cause in support of the issuance of
‘search warrants, [ have not included each and every fact known to me concerning this
investigation. I have sct forth only those facts that are necessary to establish probable cause to
belicve that Mostafa Ahmed Awwad (Awwad), knowingly and willfully attempted to export from
the United States to Egypt a defense article, that is Computer Aided Drawings of the CVN Class
General Arrangements Drawing, which was designated as a defense article on the United States
Munitions List, without having first obtained from the Department of State a license for such
export and written authorization for such export, in violation of Title 22, United States Code
Sections 2778(b)(2) and 2778(c), and Title 22 Code of Federal Regulations. Sections 121.1, 123.1,
and 127.1.

3. Title 22, United States Code Sections 2778(b)(2) and 2778(c), and Title 22 Code of Federal
Regulations, Sections 121.1, 123.1, and 127.1 make it unlawful to knowingly and willfully attempt
to export from the United States to a foreign country a defense article on the United States
Munitions List, without having first obtained from the Department of State a license for such
export and written authorization for such export.

4, This affidavit is submitted in support of applications for warrants to scarch the following
locations for evidence of the violation noted above, which evidence is more particularly described
with respect to each location in Attachment B:




(a) Awwad’s residence located at_ Yorktown, Virginia [ as
more particularly described in Attachment A1; and

(b) Awwad’s rented storage space, a 9°x 23° foot unit-located at 801 J. Clyde
Morris Boulevard, Newport News, VA 23601, as more particularly described in
Attachment A2; and

() Awwad’s vehicle, a silver 2002 Mercury Mountaineer, VA registration VDB8743,
VIN 4M2ZU66K227J38428, as more particularly described in Attachment A3; and

(d) Awwad’s vehicle, a grey 2001 BMW 740IL, VA registration XPU7848, VIN
WBAGHS83471DP22741, as more particularly described in Attachment A4.

Background of Mostafa Awwad

12, Mostafa Ahmed Awwad (Awwad) was born 0n_1979 in Jeddah, Saudi Arabia.
On May 30, 2007, Awwad married his current spouse, a US citizen, in Cairo, Egypt and began
the United States immigration process for becoming a citizen.

13.  Sometime prior to February 2014, Awwad applied for a position with the US Navy as a
civilian General Engineer in the Nuclear Engineering and Planning Department at Norfolk Naval
Shipyard. According to US Navy records, Awwad was offered the position on February 3, 2014,

14.  In consideration of being granted access to US Navy computer systems, on January 14,
2014, Awwad signed a System Authorization Access Request Navy (SAAR-N) document which
provided user rights to the Naval Nuclear Propulsion Information (NNPI) system. Awwad’s
signature on this form acknowledged that he shall,

a. Safeguard information and information systems from unauthorized or inadvertent
modification, disclosure, destruction, or misuse.

b. Protect Controlled Unclassified Information (CUI)...and classified information to
prevent unauthorized access, compromise, tampering, or exploitation of the
information.

c. Access only that data...for which 1 am authorized access by the cognizant
Department of the Navy...and have a need-to-know, have the appropriate security
clearance. -

d. Employ sound operations security measures...”

15. On January 23, 2014, in consideration of being granted access to classified national
defense information, Awwad signed US government Standard Form 312 (SF-312), a Classified
Information Non-Disclosure Agreement with the United States. Awwad signed a second SF-312
on June 20, 2014. Awwad’s signature on these forms signified acceptance and understanding of
his lifetime legal obligation to protect national defense information from unauthorized disclosure.
The SF-312 states,



16.

Intending to be legally bound, I hereby accept the obligations contained in this
Agreement in consideration of my being granted access to classified
information... I understand and accept that by being granted access to classified
information, special confidence and trust shall be placed in me by the United
States Government.

I hereby acknowledge that I have received a security indoctrination concerning
the nature and protection of classified information, including the procedures to be
Jollowed in ascertaining whether other persons to whom I contemplate disclosing
this information have been approved for access to it, and that I understand these
procedures.

I have been advised that the unauthorized disclosure, unauthorized retention, or
negligent handling of classified information by me could cause damage or
irreparable injury to the United States or could be used to advantage by a foreign
nation. I hereby agree that I will never divulge classified information to anyone
unless: (a) I have officially verified that the recipient has been properly
authorized by the United States Government to receive it; or (b) I have been given
prior written notice of authorization from the United States Government
Department or Agency (hereinafier Department or Agency) responsible for the
classification of the information or last granting me a security clearance that such
disclosure is permitted 1 understand that if I am uncertain about the
classification status of information, I am required to confirm from an authorized
official that the information is unclassified before I may disclose it, except to a
person as provided in (a) or (b), above. I further understand that I am obligated
to comply with laws and regulations that prohibit the unauthorized disclosure of
classified information.

In addition, I have been advised that any unauthorized disclosure of classified
information by me may constitute a violation, or violations, of United States
criminal laws, including the provisions of Sections 641, 793, 794, 798, 952 and
1924, Title 18, United States Code... [ recognize that nothing in this Agreement
constitutes a waiver by the United States of the right to prosecute me for any
statutory violation.

[ understand that all classified information to which I have access or may obtain
access by signing this Agreement is now and will remain the property of, or under
the control of the United States Government unless and until otherwise
determined by an authorized official or final ruling of a court of law. I agree that
[ shall return all classified materials which have, or may come into my possession
or for which I am responsible because of such access...upon the conclusion of my
employment or other relationship with the Department or Agency that last
granted me a security clearance or that provided me access to classified
information.

On January 23, 2014, Awwad signed a receipt for the Personnel Security Division at




Norfolk Naval Shipyard which acknowledged that, “I hereby certify that I have read and
understand the Educational Guides for Protection of classified information.”

1T On August 8, 2014, Awwad was issued a US Navy security clearance authorizing access
to classified information up to the Secret. Awwad’s authorized computer access includes the
ability to utilize Naval Nuclear Propulsion Information (NNPI). NNPI is classified or unclassified
information concerning the design, arrangement, development, manufacture, testing, operation,
administration, training, maintenance, and repair of the propulsion plants of naval nuclear-
powered ships and prototypes, including the associated shipboard and shore-based nuclear
support facilities. OPNAV N9210.3 regulates the safeguarding of NNPI and specifically prohibits
unauthorized access, use, and dissemination of NNPI persons who do not possess a need-to-know.
Awwad received US Navy training on protecting information contained in the NNPI on
December 4, 2013 and March 21, 2014. As discussed in item 14 above, Awwad acknowledged his
legal obligation to safeguard information in the NNPI on January 14, 2014,

False Flag Operation

18. On September 18, 2014, at 2:16 PM, an FBI Undercover Agent speaking in Arabic
contacted Awwad telephonically, identified himself as “Yousef” from Washington, D.C., and
asked Awwad to meet him at a public park in Hampton, VA at 7:30AM the following day. Without
seeking additional information from the caller, Awwad agreed.

19. On September 19, 2014 at 7:30AM, Awwad traveled to Sandy Bottom Nature Park in
Hampton, VA in his 2001 BMW, more particularly described in attachment A4, and met with
“Yousef,” an undercover FBI Agent posing as an Egyptian intelligence officer. This meeting lasted
approximately 90 minutes and I summarize only portions of it herein. Awwad claimed it was his
intention to utilize his position of trust with the US Navy to obtain military technology for use by
the Egyptian government. Awwad discussed various aspects of US radar technology, US nuclear
aircraft carriers, ballistic nuclear submarines, and nuclear attack submarines with Yousef in an
effort to describe his ability to obtain information for the Egyptian government. Awwad advised
Yousef he intended to copy the designs to the USS Gerald Ford aircraft carrier onto CDs for the
Egyptian government. Awwad agreed to conduct clandestine communications with Yousef by
email and unattributable telephones and to conduct Dead Drops in a concealed location of the park.
Before departing, Yousef showed Awwad a concealed Dead Drop site in the park for future use
which Awwad agreed to use. Yousef then provided Awwad with an email address and instructions
for clandestine communication. Awwad was instructed to send Yousef an email with the subject
line “Sick™ if an emergency arose. At the conclusion of the meeting, Awwad revealed a .45 caliber
handgun he had brought with him to the meeting.

20.  On October 2, 2014, the prearranged date for Awwad’s first Dead Drop, Awwad failed
appear at the site. At 8:19 a.m. that morning, Awwad sent Yousef an email using the pseudonym
“Cathy Jean” and bearing the subject line “Sick,” indicating an emergency condition.

21. On October 3, 2014, Awwad and Yousef communicated by telephone. Awwad told Yousef
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he needed to provide him “things” and asked Yousef to meet him at a local hotel, which they
agreed to do on October 9, 2014. Awwad asked Yousef to bring him a laptop computer, thumb
drives, an external hard drive, and a pre-paid phone.

22. On October 9, 2014, at 5:30 p.m., Awwad drove to the agreed upon hotel in his 2002
Mercury Mountaineer, more particularly described in A3, where he met with Yousef. Due to the
length of this meeting, I again summarize only portions of it herein. Awwad suggested an
claborate cyber safety system which included several one-time use electronic mail boxes with
phantom names to set up secured communications with Yousef. Awwad described a detailed plan
to circumvent US Navy computer security by installing a “bug” on his restricted computer system
that will enable him to copy documents without causing a security alert. Awwad provided Yousef
with four (4) computer aided design (CAD) drawings of a US nuclear aircraft carrier which he
claimed are Top Secret. Awwad discussed where to strike the vessel with a missile in order to sink
it. Awwad acknowledged that it is unlawful to export the CAD drawings of the aircraft carrier he
had provided to Yousef. In the discussion, Awwad indicated his understanding that the drawings
would be sent to and used in Egypt. Awwad also discussed a CNC milling machine he is building
with the potential to replicate US military technology and equipment for Egypt. Awwad indicated
an intent to ship the CNC milling machine to Egypt. Awwad indicated he was going to secretly
rent a small storage unit where he could store stolen information. Awwad asked Yousef for $1,500
to purchase a pin hole camera which he would wear around the shipyard to photograph restricted
material. Awwad admitted he had been illegally downloading information from his restricted U.S.
Navy computer system for several months prior to meeting Yousef. Awwad also admitted he had
taken the downloaded information to his home (more particularly described in Attachment A1).

23. At the conclusion of the meeting, Awwad agreed to provide Yousef with passport photos
which would be used to produce a fraudulent Egyptian passport so that Awwad could travel to
Egypt without alerting US government officials. Before adjourning the meeting, Awwad
activated two (2) pay-as-you-go Tracfones for clandestine communications with Yousef.

24, On October 10, 2014 the FBI reviewed the CAD drawings provided by Awwad which
were of a United States aircraft carrier, the USS Gerald R. Ford, CVN 78. Many of these
drawings contained the following text:

WARNING: THIS DOCUMENT CONTAINS TECHNICAL DATA WHOSE EXPORT
IS RESTRICTED BY THE ARMS EXPORT CONTROL ACT (TITLE 22 U.S.C. SEC
2751 ET. SEQ.) OR THE EXPORT ADMINISTRATIVE ACT OF 1979, AS
AMMENDED, TITLE 50 U.S.C. APP. 2401 ET. SEZ. VIOLATIONS OF THESE
LAWS ARE SUBJECT TO SEVERE CRIMINAL PENALTIES.

The drawings also were marked “NOFORN,” which is a restriction on the distribution of defense
materials that prohibits their release to non-U.S. Citizens.

25. On November 24, 2014, the affiant confirmed Awwad had a current rental of a 9°x 23’
foot unit,- located at 801 J. Clyde Morris Boulevard, Newport News, VA 23601, as more
particularly described in Attachment A2.



26. On October 22, 2014 at 3:21 p.m., Yousef called Awwad on his cellular phone to confirm
Awwad’s intention to fill a Dead Drop in a public park on October 23, 2014. Awwad agreed to fill
the Dead Drop between 8:00 AM and 11:00 a.m. with passport photos and a hard drive containing
material similar to what was delivered in the earlier meeting.

27. On October 23, 2014, Awwad traveled to the pre-arranged Dead Drop site in a Hampton,
Virginia in his 2002 Mercury Mountaineer, more particularly described in attachment A3. The
Dead Drop site was situated on a secluded hiking trail and utilized a concealed container disguised
in a hole in the ground by camouflage netting and vegetation. At approximately 10:30 a.m.,
Awwad was observed bending down at the site where he removed the camouflage concealing the
site, unscrewed the top of the Dead Drop container, and retrieved $3,000 in cash before placing a
one (1) terrabyte external hard drive and two (2) passport photographs within. Prior to departing,
Awwad resealed the container and returned the camouflage to its original arrangement before
departing the park. At 10:37 a.m., Awwad sent two (2) text messages to Yousef stating, “All done”
and “You can get it now.” Subsequent to Awwad’s departure from the park, the FBI collected the
contents of the Dead Drop container.

28. On October 23, 2014, a review of the contents of the Dead Drop revealed six (6) more
CAD drawings of a United States aircraft carrier, the Gerald R. Ford, CVN 78. Many of these
drawings contained the following text:

WARNING: THIS DOCUMENT CONTAINS TECHNICAL DATA WHOSE
EXPORT IS RESTRICTED BY THE ARMS EXPORT CONTROL ACT (TITLE
22 U.S.C. SEC 2751 ET. SEQ.) OR THE EXPORT ADMINISTRATIVE ACT OF
1979, AS AMMENDED, TITLE 50 U.S.C. APP. 2401 ET. SEZ. VIOLATIONS
OF THESE LAWS ARE SUBJECT TO SEVERE CRIMINAL PENALTIES.

The drawings also were marked “NOFORN,” which is a restriction on the distribution of defense
materials that prohibits their release to non-U.S. Citizens

29, On November 19, 2014 the FBI conducted database searches and confirmed Awwad has
not applied for or obtained a license from the Department of State to Export the above described
CAD drawings of the U.S. aircraft carrier USS Gerald R. Ford, CVN-78. The CAD drawings
supplied by Awwad have been reviewed by a representative of the U.S. Navy, Naval Sea Systems
Command, and determined to be technical data on the U.S. Munitions List, specifically, 22 C.F.R.
§ 121.1, Category VI, Sub-category (g), as they are technical data directly related to the defense
articles enumerated in paragraph (a) of that category, i.e., aircraft carriers.

30.  On Friday, November 28, 2014, Awwad was observed entering his office at Norfolk Naval
Shipyard holding a cardboard tube about 3' long. Once in the office, Awwad opened the cardboard
tube and took out several white sheets which appeared to be design schematics. Awwad then
placed the schematics on the floor of his office and photographed them with what appeared to be a
pocket camera. Awwad took multiple photos of each schematic which were approximately 10 feet
long. The schematics appeared to be various profiles of an aircraft carrier. After approximately 45
minutes of viewing the schematics and taking photographs, Awwad placed all the schematics back
in the cardboard tube. Subsequently, Awwad walked down the hallway towards other spaces on




the same floor. Awwad was out of view for approximately 2 minutes. Upon returning to view,

Awwad did not have the cardboard tube. Awwad then packed up his items, closed his office space
and departed the office.

¥

Definitions

31.  “Classified” information is defined in Executive Order 12958, as amended by Executive
Order 13292, as information in any form that: (1) is owned by, produced by or for, or is under the
control of the United States government; (2) falls within one or more of the categories set forth in
the Order; and (3) is classified by an original classification authority who determines that its
unauthorized disclosure reasonably could be expected to result in damage to the national security.

-

32.  Asused by those who engage in espionage activities:

a. The term “dead drop” refers to a prearranged location used for clandestine
exchange of packages, messages, and payments. Dead drops are used to
avoid meetings which can draw attention to the connection between an
intelligence officer and a covert agent.

b. The term “tradecraft” refers to the techniques, equipment and methods
used by intelligence services in carrying out their missions in a
clandestine manner: e.g., cameras, transmitters, encryption devices,
concealment devices and secret writing.

C. A “false flag” denotes an undercover operation in which a United States
federal law enforcement officer poses as an intelligence operative of a
foreign country. The purpose of a false flag is to determine whether a
suspected spy intends to or has committed espionage against the United
States.

Mostafa Awwad Violated the Export Control Act

33.  OnOctober 9, 2014, at Portsmouth, Virginia, and October 23, 2014 at Hampton Virginia, in
the Eastern District of Virginia, Mostafa Awwad knowingly and willfully attempted to export from
the United States to Egypt a defense article, that is Computer Aided Drawings of the CVN Class
General Arrangements Drawing, which was designated as a defense article on the United States
Munitions List, without having first obtained from the Department of State a license for such export
and written authorization for such export, in violation of Title 22, United States Code Sections
2778(b)(2) and 2778(c), and Title 22 Code of Federal Regulations, Sections 121.1, 123.1, and
127.1.  Awwad distributed the documents to a person he believed to be an agent of a foreign power
and the documents specifically contained a warning that export of such documents is restricted by
the Arms Export Control Act.



Conclusion

34.  Based on the foregoing facts and circumstances, I submit that probable cause exists that
Mostafa Ahmed Awwad, did knowingly and willfully attempt to export from the United States to a
foreign country a defense article on the United States Munitions List, without having first obtained
from the Department of State a license for such export and written authorization for such export.

35. Accordingly, I further submit that probable cause exists to issue warrants to search of the
following premises and for evidence, fruits, and instrumentalities (more particularly described in
Attachment C) of the violation noted above:

(a) Awwad’s residence located at_, Yorktown, Virginia-, as

more particularly described in Attachment Al; and

(b) Awwad’s rented storage space, a 9°x 23’ foot unit, [l located at 801 J. Clyde
Morris Boulevard, Newport News, VA 23601, as more particularly described in
Attachment A2; and

(c) Awwad’s vehicle, a silver 2002 Mercury Mountaineer, VA registration VDB8743,
VIN 4M2ZU66K227])38428, as more particularly described in Attachment A3; and

(d) Awwad’s vehicle, a grey 2001 BMW 740IL, VA registration XPU7848, VIN
WBAGHS83471DP22741, as more particularly described in Attachment A4,

36. I respectfully request this Court also issue an order sealing, until further notice of the
Court, all papers submitted in support of this affidavit, including the applications, affidavit,
warrants, and the warrant return information. I submit the requested sealing is necessary because
the information and items to be disclosed and seized are relevant to an ongoing investigation
into the criminal activities described herein. Premature disclosure of the contents of this
affidavit and related documents may compromise this ongoing investigation by, among other
things, causing the subject to flee and to destroy or alter evidence.




James Blitzer
Special Agent
Federal Bureau of Investigation

Sworn to and subscribed before me this day of December 2014 at Norfolk,
Virginia.

UNITED STATES MAGISTRATE JUDGE




FILED UNDER SEAL PURSUANT TO THE E-GOVERNMENT ACT OF 2002

Attachment A-1

The premises to be searched are located and described as: Awwad’s residence located at[Jl

I Y orktown, Virginia, [l an attached townhome dwelling including any
outbuildings or sheds located on the property.

S A S — S——
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FILED UNDER SEAL PURSUANT TO THE E-GOVERNMENT ACT OF 2002

Attachment A-2

The premises to be searched are located and described as: Awwad’s rented storage space, a
9°x23" foot unit,- located at 801 J. Clyde Morris Boulevard, Newport News, Virginia
23601.
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FILED UNDER SEAL PURSUANT TO THE E-GOVERNMENT ACT OF 2002

Attachment A-3

The premises to be searched are located and described as: Awwad’s vehicle, a silver 2002
Mercury Mountaineer, Virginia registration VDB8743, VIN 4M2ZU66K227J38428.
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FILED UNDER SEAL PURSUANT TO THE E-GOVERNMENT ACT OF 2002

Attachment A-4

The premises to be searched are located and described as: Awwad’s vehicle a grey 2001 BMW
740IL, Virginia registration XPU7848, VIN WBAGHS83471DP22741.
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FILED UNDER SEAL PURSUANT TO THE E-GOVERNMENT ACT OF 2002

Attachment B

Items to be Seized

I In this attachment, the terms "records," "documents," and "materials," include all of the
foregoing items in whatever form and by whatever means such records, documents, or materials,
their drafts, or their modifications may have been created or stored, including but not limited to:

a. Any handmade form (such as writing);

b. Any photographic form (such as microfilm, microfiche, prints, slides, negatives,
videotapes, photographs, and photocopies);

¢. Any mechanical form (such as printing or typing);

d. Any electrical, electronic, or magnetic form or any information on an electronic or
magnetic storage device, such as floppy diskettes, hard disks/drives/external drives,
thumb drives, backup tapes, memory cards, system memory, CDs, DVDs, optical
discs, smart cards, memory calculators, electronic dialers, or electronic notebooks, as
well as printouts or readouts from any magnetic storage device).

2 The following items are to be seized as evidence, fruits, and instrumentalities of the

violation in violation of Title 22, United States Code Sections 2778(b)(2) and 2778(c), and Title
22 Code of Federal Regulations, Sections 121.1, 123.1, and 127.1.

Any record, voucher, property, or thing of value of the United States or any
department or agency thereof, involving or containing information relating to the
national defense or describing national security, defense, intelligence, or technical
data;

Any property made or being made under contract for the United States or any
department or agency thereof, involving or containing information relating to the
national defense or describing national security, defense, intelligence, or technical
data;

US Government publications or documents, in any form, and papers referring to,
discussing, or describing national security, defense, intelligence, or technical data
or the handling thereof, including handwritten or typed notes, summaries,
abstractions, email or regular mail, calendars, date books, diaries, or journals;

Records, documents, and materials referring to, discussing, or describing national
security, defense, intelligence, or technical data or the handling thereof, including
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handwritten or typed notes, summaries, abstractions, email or regular mail,
calendars, date books, diaries, or journals;

Records, documents, and materials pertaining in any way to the actual or
attempted receipt, disposition, or possession of information relating to the national
defense, including information pertaining to national security, satellite
technology, defense, intelligence, or technical data;

Records, documents, and materials pertaining in any way to the actual or
attempted communication, delivery, or transmission of information relating to the
national defense, including information pertaining to national security, defense,
intelligence, or technical data, to others not entitled to receive the same, including
foreign governments, their military and naval forces, and their agents,
representatives, officers, employees, citizens, or subjects;

Records, documents, and materials pertaining in any way to actual or attempted
communication or contact with agents, representatives, officers, employees,
citizens, or subjects of a foreign nation, including emails and regular mail, chat,
text messages, log or journal entries, and social networking account records;

Records, documents, and materials identifying or aiding in identifying the names,
addresses, telephone numbers, and other contact/identification data, including
voice or written exemplars, of individuals or companies in contact with Mostafa
Awwad, regarding information relating to the national defense, including
information pertaining to national security, defense, intelligence, or technical
data;

Records, documents, and materials pertaining to travel or anticipated travel to
foreign nations, including records identifying and aiding in the identification of
places and persons visited or to be visited;

Records, documents, and materials pertaining in any way to any income,
expenditures, compensation of any kind, or gifts received or provided to others,
associated with: 1) travel to and from any foreign nations; 2) the actual or
attempted receipt or disposition of information relating to the national defense; or
3) the actual or attempted communication, delivery, or transmission of
information relating to the national defense. The materials and records to be
seized include cash or currency in excess of $500.00, monetary proceeds
converted to other forms of assets, medals, challenge coins, safe/deposit box keys
and records, and financial and other records, such as money orders, wire transfers,
bank and other account statements, passbooks, checkbooks, and check registers;

Records, documents, and materials pertaining in any way to the identification and
location of any persons involved or associated with the actual or attempted
receipt, communication, delivery, or transmission of information relating to the
national defense, including records of communications involving such persons
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and records identifying their names, telephone numbers, addresses, email
addresses, chat names, social networking accounts, and location data contained
within any cellular telephones or smartphones;

Any computers (desktops, laptops, tablets, hard drives, and accompanying
hardware, software, and operating manuals), monitors, keyboards, printers,
scanners, cellular telephones and smartphones, handheld electronic devices,
electronic storage devices (including CDs, DVDs, memory cards, thumb drives,
smartcards, or subscriber identity module (SIM) cards), and other computer-
related operation equipment: (1) used in furtherance of the criminal activity
described in the affidavit; or (2) to be searched for records, documents, and
materials pertaining to the items described in paragraphs a through k above;

Records, documents, and materials evidencing user attribution, that is, the use
and/or ownership of any computers (desktops, laptops, tablets, etc.), cellular
telephones and smartphones, and other electronic devices to be seized and
searched pursuant to this warrant, including records identifying
subscriber/account names, telephone numbers, user names, email addresses,
passwords, data security devices and encryption keys, Internet browser history,
and the identity of providers for Internet and web services; and

Records, documents, and materials evidencing occupancy and use of the
premises, storage unit, and vehicles to be searched, including utility and telephone
bills, mail envelopes, addressed correspondence, car titles, closing/settlement
records, or rental leases.

Any firearms and ammunition.
CNC milling machines, related tools, equipment, power supplies.

Any cameras, digital cameras, recording devices, or related equipment used in
furtherance of the criminal activity described in the affidavit.
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